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SDCTST Realime SDCTST LD Services RT, HS, ARC, ISPS, SDCTST Historical sdetstHFCIu Server 2022 Core
LDRUN RCS, RS, GMAS, 8GB/2C/ 100GB,
RT, ISPS, MOCA GDA, MOCA HS, ARC, RCS sdctstGFClu 100GE
AD

# STMOC system

# Test & Development Domain Test Environment — SDCTST system

SDCTDNet

(__ SDCDEVSCA1 ) ( SDCDEVLDD1 D

# Leak Detection
Development Server

# Development Server
SDCDEVSCA1 **

Server 2022 Std SDCDEVLDD1
32GB/4C/ Server 2022 Std
200GB, 150GB 32GB /4C / 300GB

XE, VS2022, LDDEV
SDCDEV MSSQL
SDCDEYV Services

SDCDEV LD Services

RT, HS, ARC, ISPS, LDRUN

RCS, RS, GMAS, GDA

# Test & Development Domain Development Environment — SDCDEV system

( SDCDEVRDE1 )

# Multi-User Display

Edit Server
SDCDEVRDE1
Server 2022 Std
32GB/4C / 200GB

ADE, ACE, XOS, XE,

XEE, LDDC

)

Legend (

PDCPRDRT1 D

* Existing Customer Equipment (__ PDCPRDRT2 )
** Enterprise SCADA Engineering Software Services: Server Description Hot / Standby

- Common, RealTime, ISPS, Historical, Archive,
- Measurement, GDO, RCS, RTG, LMS, CRM
- ezX0S, ADE, XE, ACE Editor, dnaSWANA

# Optional

RealTime Servers
Server N\ames ——— > PDCPRDRT1/2
Operating System ——> Server 2022 Core
Virtual RAM / Cores / Disk——> 8GB / 4C / 200GB

Installed Software ———> RT, ISPS, OPCC

VMs aligned
with hosts

‘ D ‘t-r:‘zxﬂ‘m::lnmvm-'l\_m::'ﬁ@, [;

Production Host Servers
PDCPRDHV1/2

256GB / 32C / 3TB <—— Physical RAM / Cores / Disk

SQL Cluster
EMC Unity 350F SAN

Historical Data Storage

SDCPRDSAN1
12x 1.92 TB SSD RAID 6
12.9 TB Usable

LMGMT—’

# SQL Cluster
EMC Unity 350F SAN
Historical Data Storage
SDCTSTSAN1
12x 1.92 TB SSD RAID 6
12.9 TB Usable

Production Host Virtual

Servers

SDCPRDHV1/2

256GB / 32C / 3000GB

2x Intel Xeon 6226R 16C 2.9 GHz
8x 32GB RDIMM 2933 MHz

4x 1.6TB 12G SAS SSD RAID 10

Hyper-V Enabled

Windows Server 2022 Standard licensing:
HV1: 2 x 16C, 6 VMs = 96 core licenses

HV2: 2 x 16C, 8 VMs = 128 core licenses

Host 1 vSwitch

Host 2 vSwitch

Test Host Virtual Servers
SDCTSTHV1/2
256GB / 32C / 3000GB
2x Intel Xeon 6226R 16C 2.9 GHz

8x 32GB RDIMM 2933 MHz
4x 1.6TB 12G SAS SSD RAID 10

Hyper-V Enabled

Windows Server 2022 Standard licensing:
HV1: 2 x 16C, 6 VMs = 96 core licenses

HV2: 2 x 16C, 7 VMs = 128 core licenses

Host 1 vSwitch

Server

SDCDEVHV1

256GB / 16C / 3000GB

1x Intel Xeon 6226R 16C 2.9GHz
8x 32GB RDIMM 2933 MHz

4x 1.6TB 12G SAS SSD RAID 10

Hyper-V Enabled

Windows Server 2022 Standard licensing:
HV1: 1 x 16 Core, 3 VMs = 32 core licenses

MGMTp
Development Host Virtual

# * Switches (Stacked)
SDCPRDSW1/2
Cisco Catalyst C9300-24

#* NTP Server 2

#* Firewall

SDCPRDFW1/2
Cisco FirePower 1140

# * Router
SDCPRDRTR1/2
Cisco ASR 902

# * Switches (Stacked)
SDCTSTSW1/2
Cisco Catalyst C9300-24

* Terminal Servers
MRV LX-4032T-002AC

Communication Domain Field Communications

*
9
Q
=
2
o9}
5.
[
Q
®

Field LAN B

W

# * Firewall
SDCTSTFW1/2
Cisco FirePower 1140

w

To/From

Primary Data Center
Secondary Control Center

. Fi]

IP-based \\y
Protocols l
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)
SDCDSSRXS1

2
( SDCDSSHDB1

(S=VevT

Host 1 vSwitch
]
Host 2 vSwitch l

( SQCDSSRTél ) ( ( SI?CDSSALI:/Il ) spcossms'l ) = 2Bsspes —= i
(__ SDCDSSRTS2 SDCDSSRXS2 SDCDSSSUPL SDCDSSHIS2 SDCDSSHDB2 sbcpbssbcz
Hot / # Standby Hot / # Standby TiPS Alarm Mgmt Hot / # Standby Active / # Passive DSS DC
DSS RealTime DSS Remote Access Server DSS Historical DSS Hist DB Servers SDCDSSDC1 (Physical)
Servers Servers SDCDSSALM1 Application Servers SDCDSSHDB1/2 Server 2022 Core
SDCDSSRTS1/2 SDCDSSRXS1/2 Server 2022 Core SDCDSSHIS1/2 Server 2022 Core 16GB / 4C / 300GB, 100GB
Server 2022 Core Server 2022 Std 32GB/ 4C / 200GB, Server 2022 Std 64GB / 4C / 100GB, AD
32GB /8C /200GB 64GB / 6C / 300GB 100GB 8GB/2C/100GB 100GB 1x Intel Xeon 5222 4C 3.8 GHz
RT, ISPS, OPCC, RCS, XO0S, SL, IE, SQL19S, RDB HS, RS, ARC, DP, SQL19S, RDB B R e ana MHz
LMS, RTG, PI, ICT IAT, IDT, 10T RCSX, SSRS19, ICT Licensed as 1x 16-core license
Support Server SSCDDSSSSBEZ
SDCDSS Realtime SDCDSS RCS SDCDSSSUPL SDCDSS Historical sdcdssMSSOL Server 2022 Core
Services e Server 2022 Std Saes sdcdssHFClu
8GB/2C/100GB
RT, ISPS RCS 8GB /2C/200GB HS, ARC, RCSX, RS sdcdssGFClu ’
AT, SSMS, IE, ARTT, 10238

CAT, OPCB, IAT, IDT,
10T

ort Domain — SDCDSS system

—

.
SDCDSSGDB1

)
€ SDCDSSGAS1

(___SDCDSSGAS2

N

e

t
SDCDSSGDB2

Hot / # Standby
Measurement

Application Servers

Server 2022 Core

8GB /4C/100GB

DP, GMAS, GDA,
RDB

SDCDSS

Measurement Services

|
|
|
|
| spcpsscasi2
|
|
: GMAS, GDA

Active / # Passive
Measurement DB
Servers
SDCDSSGDB1/2
Server 2022 Core
64GB / 4C / 100GB,
100GB
SQL19S, RDB
sdcdssmeasMSSQL
sdcdssmeasHFClu
sdcdssmeasGFClu

l# Stand-alone Measurement

DSS Host Virtual Servers l
i SDCDSSHV1/2
# SQL Cluster 256GB / 32C / 3000GB l
: 2x Intel Xeon 6226R 16C 2.9 GHz
EMC Unity 350F SAN 8 32GB RDIMM 2933 MHz
Historical Data Storage 4x 1.6TB 12G SAS SSD RAID 10
SDCDSSSAN1 dows S Hypezf")\éfgab'zd di
Windows Server tandard licensing:
12x1.92 TB SSD RAID 6 HV1: 2 x 16C, 5 VMs = 96 core licenses l
12.9TB Usable HV2: 2 x 16C, 6 VMs = 96 core licenses l
Host 3 vSwitch l l
]
--------------------------- Host 4 vSwitch | l
= <
[}

N

# DSS Host Virtual Servers |

— SDCDSSHV3/4
# SQL Cluster 256GB / 16C / 3000GB
EMC Unity 350F SAN Hyper-V Enabled |

Measurement Data
Storage
SDCDSSGSAN1
12x 1.92 TB SSD RAID 6 | l

12.9 TB Usable

HV1:1x 16C, 2 VMs = 16 core licenses

Windows Server 2022 Standard licensing: |
HV2: 1 x 16C, 2 VMs = 16 core licenses

* Existing Customer Equipment

** Enterprise SCADA Engineering Software Services:
- Common, RealTime, ISPS, Historical, Archive,
- Measurement, GDO, RCS, RTG, LMS, CRM
- ezX0S, ADE, XE, ACE Editor, dnaSWANA

# Optional

Legend

Server Description ——————>

Ve

PDCPRDRT1 )

PDCPRDRT2

Hot / Standby
RealTime Servers

Server N\ames ————— > PDCPRDRT1/2

Operating System ——> Server 2022 Core
Virtual RAM / Cores / Disk——> 8GB / 4C / 200GB
Installed Softwvare —— > RT, ISPS, OPCC

VMs aligned

with hosts

Production Host Servers
PDCPRDHV1/2
256GB / 32C / 3TB <—— Physical RAM / Cores / Disk

e ey o - - - - - - - - - - - —-—-—

# * Switches (Stacked)
SDCDSSSW1/2
Cisco Catalyst C9300-24

Corporate LAN

Corporate Domain

Controller

Corporate Domain

# * Firewall
SDCDSSFW1/2
Cisco FirePower 1140

To Router

A

* Switch
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Operator Workstation
SCCPRDX0S01
ISPS, XOS, LDDC, IOT
8x 27" Monitors

1)

Production Domain — SCCPRD system

Display Edit Workstation
SCCTSTDESO01
ISPS, ADE, ACE, XOS,
XE, XEE, LDDC, IAT,
IDT, IOT
4x 27" Monitors

ISPS

ISPS

Operator Workstation
SCCPRDX0S02
ISPS, XOS, LDDC, IOT
8x 27" Monitors

Test & Development Domain — SCCTST system

* Existing Customer Equipment
# Optional

Operator Workstation
SCCPRDX0S03-n
XOS, LDDC, 10T
8x 27" Monitors

# Executive Mapboard
SCCPRDMAP1
XOS, LDDC
4x 27" Monitors

Display Edit Workstation
SCCDEVDESO1
ISPS, ADE, ACE, XOS,
XE, XEE, LDDC, IAT,
IDT, IOT
4x 27" Monitors

Test & Development Domain — SCCDEV system

SCCPRDPRT1
HP Color LI M751

Display Edit Workstation
SCCDEVDES02
ISPS, ADE, ACE, XOS, ADE, ACE, XOS, XE,
XE, XEE, LDDC, IAT, XEE, LDDC, IAT, IDT,
IDT, IOT 10T
4x 27" Monitors 4x 27" Monitors

Display Edit Workstation
SCCDEVDESO03

SCCPRDPRT2
HP Color LJ M751
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Software Components

Category Abbreviation Long Name
ACE ACE Editor
ACES ACE Server
ADE Advanced Database Editor
ADEE Advanced Database Editor - Extensions
ARB Arbitration
ARC Archive Service
CMN Common
DP Datapump
Enterprise SCADA HS Historical
HS-S Historical Subordinate
ISPS ISPS
OPCC OPC Client
OPCD OPC Dataserver
RCS Remote Client Service
RCSX RCSXFER Service
RES Responsibility Manager Service
RS Enterprise SCADA Reporting Services
RT RealTime
DR Display Repository
Enterprise SCADA HMI XE Display Editor
XEE XE Elements
X0S ezXOS Display Station
ASRS Application Socket Server Relay Service
GDA Gas Day Advisor
GDAHMI Gas Day Advisor HMI
GMAS Gas Measurement
Enterprise SCADA -
Applications INSDF InSight Datafeed
LMS Liquid Management System
Pl Pl Interface
RTG Realtime Gas
SL Measurement Advisor Client (Sightline)
LDA Pipeline Simulation Analyst
LDDC Pipeline Simulation Display Console
LDDEV Pipeline Simulation Development
LDRUN Pipeline Simulation Runtime
Integrity Operations [LDSS Pipeline Simulation SCADA Server
PTSD Pipeline Training Simulation Developer
PTSI Pipeline Training Simulation Instructor
PTST Pipeline Training Simulation Trainee
SSPD SimSuite Pipeline Draw
AD Active Directory
Windows AT AD Administrative Tools
CA AD Certificate Services
MOCA MOC Agent
Management of Change MOCH MOC Historical
MOCO MOC Orchestrator
MOCR MOC RealTime

Software Components

SQL19D SQL Server 2019 Developer Edition
SQL Server SQL19E SQL Server 2019 Enterprise Edition
sQL19S SQL Server 2019 Standard Edition
RDB RDBMS Infrastructure
SQL Server Accessories -
SSMS SQL Server Management Studio
sat Se;\;i\:ilz::ortlng SSRS19 SQL Server 2019 Reporting Services
Development Tools [vS2019 Visual Studio 2019 Professional
ARTT Automated Regression Testing Tool
CAT Configuration Auditing Tool
EDGE MS Chromium-based Edge Browser
IE Internet Explorer
OPCB OPC - Browse
Tools
RMQ RabbitMQ
RTUCm RTU Composer
RTUCo RTU Common
RTUP RTU Player
SKELTA Workflow Management 2019 (Skelta)
AT Infrastructure Administation Tools
(NMC,SWANA, LogViewer, TCPListener)
Infrastructure Configuration Tools
IcT (DAL,License)
Infrastructure Tools  |IDevT Infrastructure Development Tools
(Make,ResString,ResWrapper)
IOT Infrastructure Debugging Tools
(BLT,DAL,MultiPub, MultiSub)
Infrastructure Operational Tools
10T

(AdminPager)

Machine Naming

Suffix Description

DC Domain Controller

DES Display Edit Workstation

GAS Measurement Application Server

GDB Measurement Database Server

HDB Historical Database Server

HIS Historical Application Server

HV Hypervisor

LDD Leak Detection Development Server

LDQ Leak Detection Quality Assurance Server

MAP Mapboard Workstation

RDE Remote Display Edit Server

RTS RealTime Server

RYS Remote Access Server (May host RCS
and/or multi-user XOS server)

SCA SCADA Server (Combined RealTime and
Historical)

SIM Leak Detection Simulation Server

SUP OASYS Support Server

XO0S Operator Workstation

WM Workflow Manager
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